7.

What have you learned - Are you web-wise or
web-weak?
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Take the quiz and test your knowledge!

Be aware, for some questions there is more than one correct answer!

1. You find a video online which contains racist and offensive content, what should you do?

a.
b.
C.
d.

Nothing, it’s online so there is nothing you can do about it

Flag the video using the website’s reporting procedures

Phone the police and make an official report/complaint

Download the video and share it with your friends so that they are aware of how bad it is

2. True or False?

a.
b.
C.

d.

Freedom of speech means that you can be offensive to other people online

You own the copyright on any photo that you take of someone else in a public place

It is impossible to get content taken down from a social network unless it breaches their terms
and conditions

Anyone with over 500 friends on a social network will be unable to protect their online reputation

3. Which of the following would indicate that a website is secure and safe to use?

a.
b.
C.
d.

https

A padlock symbol at the bottom of the webpage
A green background in the address bar

A .com or .org suffix to the web address

4. If stored on your mobile device, which of the following could potentially put you at risk
of fraud? 33
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Home address

Date of birth

Online banking login details
Website login details

Bank card details

Social network passwords
Sensitive photos or videos

5. Is it okay to create a social network profile without using your real name, when it is re-
quested in the terms and conditions?

6. Trolling means:

a.
b.

Hacking and taking over someone else’s account

Posting negative, false or insulting comments on online communication channels, in order to
provoke emotional reactions of the targeted person(s)

Writing insulting and/or negative messages on the social media pages of someone who has
deceased

Sending spam messages to random accounts on a social networking page
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7. You have received a friend request from someone who works for the company where you
have an interview next week — what should you do?

a.
b.

Accept the friend request, they will need to accept you just the way you are

Refuse the request because if they see what sort of content is on your profile they won’t want
you working there

Go through your profile deleting all of the content which could be deemed offensive by other
people — it will take all weekend but is worth doing

. Configure your privacy settings so that your new friend is only able to see the content that you

want him/her to be able to

8. Which of the following could help to protect your online reputation?

a.
b.

C.
d.

Only be “friends” with people you know and trust

Regularly review privacy on social networking profiles to ensure that you are in control of what
is being shared

Deleting all social networking profiles

Only using professional social networks such as LinkedIn

9. You have an interview for a job next week and decide to make sure you are giving the right
impression online — which of the following should you do?

a.
b.

Produce a fake CV and upload this to a few different websites

Join LinkedIn and suggest that you have worked for a couple of top class companies around
the world — no one will check

Get online and remove any inappropriate content from public profiles

Do nothing, no one is really interested in what is online — you get the job based on how you
perform on the day

10. A strong password can help to protect your online reputation — which of the following
statements describes the best type of password?

a.
b.

Something short and easy to remember

A long password containing letters, numbers and symbols (you may need to write this down
as it will be complicated)

Your name spelt backwards with your date of birth on the end

Not a word that can be found in the dictionary, something at least 8 letters long which contains
numbers, letters and symbols and that you will be able to remember

11. Someone has posted a photograph of you from a party last weekend onto a public profile.
You are lying on the floor with an empty bottle of vodka next to you. Over 50 people have
commented on the photo, what should you do?

a.
b.
C.

d.

Nothing, you weren’t drinking, your friends had set the photo up

Contact the person who uploaded the photo and ask him/her to remove it

Contact the site administrator and insist that the photo be removed — it must surely break the
terms and conditions anyway

You've got some “interesting” photos of the friend who uploaded the offending photo, post that
and ensure that everyone knows it is there

12. Which of the following are additional ways of protecting your data?

a.
. SIM card pin

b
C.
d.
e
f.

Short time-out screen lock and password request

Remote wipe
Regular device back ups

. Regular software updates

Anti-virus
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13. You are invited to a party with a group of friends, but are worried about what might appear
online following the weekend! What should you do?

a.
b.
C.

d.

Make sure you behave in an exemplary way throughout the weekend

Don’t go, it’s too risky

Have a discussion with your friends before the weekend begins and explain your concerns,
making them aware of why you need to be careful about your online reputation

Wait until after the weekend and see what happens

14. Which of the following are illegal?

a.
b.
C.

d.

Streaming songs from online services that have agreements with the copyright owners
Downloading from iTunes

Watching a video that someone else recorded at a gig when it was specified that recording
was not allowed

Streaming or downloading songs from services that don’t have an agreement with the copy-
right owner

15.1s it legal to repost a whole article if you credit the author and include a link to the original
without their permission?

Remember:

* Regularly check your privacy settings on social networking sites and update
them where appropriate.

» Use secure sites where possible, e.g. https, as information sent to these sites is
encrypted.

+ If you don’t have time to read all of the terms and conditions when signing up to
a new site, consider whether using a tool such as EULAlyzer could help.

* We all have a responsibility to report inappropriate content that we find online.
The more we do this, the more we will help to make the internet a better place
for everyone.

» It is worth searching for your own name occasionally (or setting up a Google
alert to do this) in order to have a better understanding of what others will see
when they look for you online.

» Although it is not always easy, try to think before you post!




